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 Online Safety Policy – Art Making Difference CIC
1. Introduction
This policy applies to all staff, trustees, volunteers, sessional workers, and anyone working on behalf of Art Making Difference CIC. It aims to:
- Protect children, young people, and vulnerable adults who engage with our services through digital platforms.
- Provide clear guidance for staff and volunteers on safe and responsible use of technology.
- Ensure compliance with safeguarding, health and safety, and data protection standards.
2. Principles
- The welfare of service users is paramount.
- All individuals have the right to protection from online harm, regardless of background or identity.
- Collaboration with families, carers, and external agencies is essential.
- Digital technology offers benefits but must be used responsibly to avoid risk.
3. Online Safety Measures
- Supervision: Computers and devices used in sessions are located in open, visible areas. Staff monitor usage and maintain weekly logs of activity.
- Filtering & Restrictions: Devices are protected by filtering software (e.g., Microsoft Family Safety). Wi-Fi access is managed and monitored where possible.
- Personal Devices: Service users must not record or photograph others without consent. Inappropriate use may result in removal from sessions and, if necessary, parental or police involvement.
- Acceptable Use Agreements: All service users must sign an agreement outlining responsible use of digital services (see Appendix A).
4. Social Media Use
- Art Making Difference CIC maintains official accounts for outreach and engagement.
- Social media tools used in sessions must be risk-assessed.
- Staff must model responsible online behaviour and encourage respectful engagement.
- Updates on digital risks (e.g., scams, harmful trends) are shared with families via social media and the website.
5. Reporting & Safeguarding
- Online safety concerns are treated as safeguarding issues.
- Concerns must be reported using the organisation’s safeguarding or incident reporting forms.
- Reports are reviewed by the Designated Safeguarding Lead (DSL) and appropriate action is taken.
6. Staff Training & Support
- All staff and volunteers receive safeguarding training, including online safety awareness.
- Training is reviewed every two years or sooner if needed.
- Staff are encouraged to stay informed about emerging digital risks and best practices.
7. Health & Safety Integration
- Online safety is part of our broader Health & Safety Policy, including risk assessments for digital tools and environments.
- COSHH and fire safety protocols apply to equipment used in digital sessions.
8. Monitoring & Review
- This policy is reviewed annually or in response to technological changes.
- New platforms or tools are risk-assessed before use.
- Compliance is essential for maintaining a safe, inclusive, and creative environment.
9. Related Policies
- Safeguarding Policy (Children & Adults)
- Whistleblowing Policy
- Health & Safety Policy
- Complaints Policy
10. Online Safety Advice for Parents and Young People
For Parents of Young Children (Under 10)
- Supervise use: Young children should only use technology under adult supervision.
- Use child-friendly platforms: Choose devices and apps designed for children, such as YouTube Kids or educational tablets.
- Set parental controls: Use built-in safety settings on devices, apps, and your home Wi-Fi.
- Check content regularly: Review apps and games before use and disable autoplay features.
- Start safety conversations early: Talk about online safety as soon as your child begins using technology.
For Parents of Pre-teens and Teens
- Follow age ratings: Ensure apps, games, and websites are appropriate for your child’s age.
- Keep tech use visible: Encourage device use in shared spaces with open doors.
- Discuss digital risks: Talk about cyberbullying, online scams, and harmful trends.
- Encourage reporting: Let children know they can speak to you or a trusted adult if something online makes them uncomfortable.
For Young People
- Use technology responsibly: Treat others with respect and avoid sharing harmful content.
- Protect your privacy: Don’t share personal information or images without consent.
- Be cautious with strangers: Never accept friend requests or messages from unknown users.
- Report concerns: Speak to a trusted adult or use platform reporting tools if you feel unsafe.
Legal Protections Under the Online Safety Act (2025)
- Platforms must verify age using secure methods (e.g., facial scans, photo ID) to prevent under-18s from accessing harmful content like pornography, self-harm, or eating disorder material.
- Children should not receive direct messages from strangers or be recommended unsafe accounts.
- Platforms must block content promoting VPNs or other workarounds aimed at bypassing safety filters.
- Services must comply with UK data protection laws, ensuring age checks do not compromise privacy.
11. Online Safety Resources and Support
Art Making Difference CIC is committed to signposting parents, carers, staff, and young people to trusted sources of online safety information. The following national and Cumbria-specific resources offer guidance, tools, and support:





National Resources:
- UK Safer Internet Centre: https://saferinternet.org.uk  – Advice and resources for children, parents, and professionals.
- NSPCC Online Safety Hub: https://www.nspcc.org.uk/keeping-children-safe/online-safety/  – Guidance on social media, gaming, sexting, and more.
- Child Exploitation and Online Protection (CEOP): https://www.ceop.police.uk  – Report online abuse and access safety advice.
- Internet Matters: https://www.internetmatters.org  – Tools and guides for parents to keep children safe online.
- Thinkuknow: https://www.thinkuknow.co.uk  – Age-appropriate resources for children and young people.

Cumbria-Specific Resources:
- Cumbria Safeguarding Children Partnership (CSCP): https://www.cumbriasafeguardingchildren.co.uk – Local safeguarding guidance and training.
- Cumbria County Council Online Safety: https://cumbria.gov.uk - Local advice and links for parents and carers.
- South Cumbria Pupil Referral Unit Online Safety: https://www.southcumbriaap.org.uk/safeguarding/online-safety/ – Factsheets and guidance for families.
- Cumbria Police: https://www.cumbria.police.uk  – Report online crime or concerns.

These resources should be regularly reviewed and shared with families, staff, and volunteers as part of our commitment to digital safety and education.
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